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Abstract

As cyber threats become more advanced and Al
technology develops in parallel, the establishment
of Al-powered proactive attack detection systems
1s increasing. However, the adoption of such
systems requires excessively large computing
resources and costs. Meanwhile, many GUI—based
log analysis software either cannot guarantee
real—time analysis or fail to provide backup
functions for web logs. In addition, the installation
process is often complex, and the interface is
frequently not user—friendly. Therefore, this study
aims to develop a "lightweight, general—purpose
log interpretation tool that can be easily installed
and used." This refers to a web—based log analysis
tool that consumes minimal computing resources,
can be operated at low cost, guarantees real—time
analysis, provides secure backup functions for web
logs, has a simple installation process, and offers a
user—friendly interface. Specifically, the goal is
achieved by constructing a system based on
Docker containers. This software provides an
interface for users implemented with Next.js and
React, and is designed to be connected to the host
system through a reverse proxy. The service

communicates internally with an API prepared in
an isolated PHP—Apache container. The API
provides the core functions of this system
(detecting web attacks through log analysis,
backing up logs, generating Al—based security
reports from logs, etc.). The results of this study
may be applied at low cost by small businesses or
individuals, thereby minimizing potential security
incidents at both the personal and societal levels.
In the future, the set of regular expressions for
detecting attack signs will be improved, and
studies on log analysis using language models such

as BERT will be incorporated to enhance detection

accuracy.
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2.1 ModSecurity
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Agstol g EgIEs AAR HAsle
ol Zel Aol Wk (WAF)olh,

ol AH UM AFstol ﬂis}nﬂ QEHoE
e e 549 $42 golathll

— Injection Attacks

— Cross—Site Scripting, XSS

— File Inclusion

o

— Protocol—level Attacks

— Session Management

— Information Leakage

— Automated Threats

WAF7F &74dstd 44 4=, A€ Rule
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2.2 Web Attack Defender (WAD)
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T OWASP: Open Worldwide Application Security Project
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container name docker image name
nextjs Node:current
php-apache php:8.1-apache
ollama ollama/ollama
mysql mysql:8.0
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Web Services PHP-Apache

React SSR
Webpage

Log Log

preprocessing Walching

module module

Al Chat Access
Legging Control
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2 XDR: Extended Detection and Response
3 HIDS: Host-based Intrusion Detection System

4 SSR: Server Side Rendering
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services:
nextjs:
image: node:current
container_name: nextjs
working_dir: /app
volumes:
- ./frontend:/app
ports:
- "127.0.0.1:8445:3000"
command: >
/bin/sh -c "apt-get update &&
apt-get install -y python3 make g++ &&
npm install &&
npm run dev"
environment:
NODE_ENV: development
networks:
- loganalyzer_net

php-apache:
image: php:8.1-apache
container_name: php-apache
volumes:
- ./backend:/var/www/html
- /var/log/apache2:/weblLogs:ro
- ./readLog:/readlLog
- ./apache:/etc/apache2/sites-available
command: >
/bin/sh -c "apt-get update &&
apt-get install -y curl procps libsqlite3-dev &&
docker-php-ext-install pdo_sqlite &&
mkdir -p /var/www/html/LOG &&

php /readLog/init.php &
apache2-foreground”
expose:
- "80"
depends_on:
- nextjs
- ollama
networks:
- loganalyzer_net

ollama:
image: ollama/ollama
container_name: ollama
restart: unless-stopped
ports:

- "127.0.0.1:11434:11434"
volumes:

- ollama_data:/root/.ollama
entrypoint: ["/bin/sh", "-c"]
command:

ollama serve &
sleep 2
ollama pull 1lama3.2:1b
wait
networks:
- loganalyzer_net

mysql:
image: mysql:8.0
container_name: mysql
restart: unless-stopped
env_file:
- .env
environment:
MYSQL_ROOT_PASSWORD: ${MYSQL_ROOT_PASSWORD}
MYSQL_DATABASE: ${MYSQL_DATABASE}
MYSQL_USER: ${MYSQL_USER}
MYSQL_PASSWORD: ${MYSQL PASSWORD}
volumes:
- mysql_data:/var/1lib/mysql
- ./mysql/init:/docker-entrypoint-initdb.d
expose:
- "33

networks:
- loganalyzer_net

networks:
loganalyzer_net:
driver: bridge

volumes:
ollama_data:
driver: local
mysql_data:
driver: local

19 2. docker—compose.yml

219 docker—compose.yml #U4S AsPst = =
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LogAnalyzer
—— apache
—— backend

— Loa

| L— alertDisplayPage

—— frontend

| app
|— node_modules

| L— public

F—— mysql

| L— init

—— readLog

L—— scheduler

713 3. docker—compose.yml
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— SQL injection

— XSS (Cross—site sctipting)
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Analysis Results
Found 25 unique IP addiesses i the logs.
1P Addross. Susplelon Score | Total Lags Suspiclous Logs Detalls

178.629.3 (@om 6 5

114273076 057 6 4

4318421634 087 6 4

176.34.0.224 080 10 6

64233.160.12 05 6 3

18264.55.231 050 6 3

20914872 165 050 6 3
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Log Search
error
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[Sun Jan 19 00:30:26.242360 2025] [authz_core:Eigen]
html/server-status
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Details

¥ Show suspicious logs (5)

« [Mon Jan 20 12:03:29.567890 2025] [php:error] [pid 28775] [client 178.62.89.3
4:56789] script '/var/www/html/search.php’ accessed with parameters '?q=DROP T
ABLE users--'

Detected patterns:
SQL injection: SQ

SQL injection: "DROP TABLE™

« [Mon Jan 20 12:11:30.678901 2025] [php:error] [pid 28776] [client 178.62.89.3
4:56810] script ‘/var/www/html/process.php’ accessed with parameters '?data=<s
cript>eval (atob("YWx1cnQozG9jdw1lbnQuzGotYWluKTs="))</script>"

Detected patterns:
XSS (IZAAO|E A3YY): “<script>" BT (CHA R Al)
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Security Report
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Overview

This system appears to be a web server running on a local network, with various users accessing
different resources. The logs provide insight into the user activity, including requests, responses,
and errors.

Security Concerns

Unencrypted Data Transmission: All data transmitted between the client and server is in plain
text, making it vulnerable to eavesdropping and interception.

Weak Password Storage: The password storage for all users appears to be insecure, with
passwords stored in a clear-text format. It's recommended to implement a secure password
hashing algorithm like berypt or PBKDF2.
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